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What We’re Going to See

• Sending a malicious URL and extract information
• OS, Location, etc.

• Cracking .zip locked file
• Using OSINT, CUPP tool and Python

• Analyzing malicious emails
• Looking for green and red flags



Attack #1

• Tools:
1. Grabify Logger 

(https://grabify.link/)

2. IP Tracker (https://www.ip-
tracker.org/)

• Requirements:
• Internet

• Browser

https://www.ip-tracker.org/
https://www.ip-tracker.org/


URL 
Redirection



Countermeasures



Attack #2

• Requirement:

• OSINT Tool

• CUPP Application

• Compression software

• Python



Countermeasures



Attack #3

• Red Flags:

• Mismatched or Suspicious Sender 
Email Address

• Urgent or Threatening Language

• Requests for Personal Information 
or Passwords

• Mismatched URLs or Links

• Generic Greetings



Countermeasures

• Green Flags:

• Personalized Greeting

• Correct Grammar and 
Spelling

• Consistent Email 
Address and Domain

• Expected Information

• Contact Information 
and Support

• Cyber security awareness



Thank you for 
your attention



Reach me through LinkedIn
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